Incident Response Guide: Cyberattack

Mission
To provide essential patient care services in the event of a cyberattack

Directions

Read this entire response guide and review the Hospital Incident Management Team Activation chart.
Use this response guide as a checklist to ensure all tasks are addressed and completed.

Objectives

Provide System-level, Hospital-Level, Department Level Guidance
Maintain critical patient care services

Isolate and mitigate the affected application(s) or biotechnology systems

O0O0Q0

Notify affected end user supervisory personnel and provide directed guidance on information technology
systems use

a

Restore impacted systems and services

O

Prepare for extended responses up to 4 weeks or longer
O Maintain awareness that third-party cyber risk is the most significant and disruptive cyber threat to
healthcare
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Immediate Response (0 — 2 hours)

Section Officer Time Action Initials
Assess the situation:
e Determine the nature and extent of the
cyberattack
e |dentify affected systems
e Evaluate the impact to hospital operations,
patient care, and data integrity

Establish Command and Control and activate the
e Emergency Operations Plan
e Cyber Response Plan
e Hospital Incident Management Team
e Hospital Command Center

Incident e Briefings/huddles and updates
Commander Implement Immediate Response Measures and
Establish

e Operational periods
e Incident objectives
e Regular briefing/huddle schedules
Consider limiting or ceasing nonessential services:
e.g. routine administrative tasks, non-urgent
elective procedures, routine appointments, etc.
Communicate with stakeholders and notify:
Command e Hospital Chief Executive Officer
e Board of Directors
e Other appropriate internal and external
officials of situation status
Develop Key Messages:
e |Initial risk communications for staff and
patients regarding the cyberattack event
e Recommended initial actions until the
system is restored
Manage External Communication:
e Update internet, intranet, and social media
with the facility status and any alteration
Public Information in services
Officer e Ensure that messages are consistent with
official statements
e Consider drafting/conducting press
releases and official statements to media
outlets
e [f allowed/needed, set strict instructions/
restrictions in coordination with the
Incident Commander on how staff can
safely use personal phones, laptops, etc.
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Coordinate Internal Communication
Notify key staff including:
e House Supervisors
e Department Managers
e Chief of Staff
e Business Continuity Branch Director
e Support Services
e Others designated in the Business
Continuity Plan as it applies to the
disruptions

Monitor Media Coverage:

e Monitor media outlets for updates on the
incident and possible impacts on the
hospital, other hospitals, or businesses

e Communicate this information via regular
briefings to the Section Chiefs and the
Incident Commander

Update Messaging:
e Regularly update stakeholders with new
developments regarding the cyberattack
response efforts

Liaison Officer

Establish Communication Channels:

o Identify key stakeholders including
hospital administration, IT security teams,
clinical staff, and external cybersecurity
experts

e Utilize secure communication platforms to
facilitate real-time updates

e Schedule regular briefings to keep
stakeholders informed about
developments and decisions made
regarding response

Depending on the scope of impact, consider
engaging Community Partners in accordance with
local policies and procedures. May include:

e Local City/County Emergency Operations

Centers

e Other area hospitals

e local emergency medical services

e Others determined by incident scope

Depending on the scope, consider engaging
External Partners. Contact as appropriate:
e Local law enforcement
e The Federal Bureau of Investigation (FBI)
Cyber Division
e The State Cyber Terrorism Division
e External cybersecurity firms for assistance
if needed
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Initial Assessment:

o Identify which systems are affected (e.g.,
electronic health records, medical devices,
monitors, communications systems,
pharmacy, radiology, laboratory, security,
telemedicine, life safety, etc.)

e Determine if there is an immediate threat
to patient/staff safety

e Provide for the safety of patients, staff,
and visitors in areas impacted by the
automated system shutdowns

Ensure Patient/Staff/Visitor Safety:

e Provide for the safety of patients, staff
and visitors in areas impacted by the
cyberattack

e  Work with clinical staff to assess whether
patient care can continue safely or if
alternative arrangements are necessary

e Address any Life/Safety issues

e Monitor staff for signs of stress/need for
rest, etc.

Safety Officer

Initiate HICS 215A to assign, direct, and ensure
safety actions are adhered to and completed

Immediate Response (0 — 2 hours)

Section Branch/Unit Time Action Initials
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Section Chief

Manage resource allocation and team
coordination

Determine if personnel and resources are
available to successfully complete the
Operations Section strategies and tactics
as outlined in the Incident Action Plan

If needed, contact the Logistics Section to
request additional personnel or resources
Monitor progress and adjust strategies as
needed

Identify which systems are affected (e.g.,
electronic health records, medical devices,
monitors, communications systems,
pharmacy, radiology, laboratory, security,
telemedicine, life safety etc.)

Operations

Medical Care
Branch Director

Provide for the continuation of patient care and
management activities, including

Document medication administration,
patient care, and supply use

Implement downtime patient care
documentation and critical diagnostic and
support systems until systems can be
restored

Consider designating “downtime coaches
and safety officers” (e.g. “downtime
team”) to support staff

Include forms distribution/collection and
activating electronic alternatives for
managing patient information and
referrals

Consider having Pharmacist(s) on floors to
expedite medication dispensing and avoid
clinical errors (if available)

Consider having Radiologist/Manager in
Imaging Department to prioritize and
manage requests

Identify which systems are affected (e.g.,
electronic health records, medical devices,
monitors, communications systems,
pharmacy, radiology, laboratory, security,
telemedicine, life safety, etc.)

Infrastructure
Branch Director

Direct an inspection of critical patient and facility
monitoring functions that may be affected by the
incident
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Conduct a risk assessment of affected
environmental systems (e.g., heating, ventilation,
air conditioning, utilities, life safety)

Implement plans to maintain affected systems
that support hospital operations and patient care
services, including pharmaceutical management

Security Branch
Director

Assess security measures such as card readers for
operational capability

Provide for security of the hospital including
e Manual (foot) patrols
e Access control
e Traffic control
e Liaison with local Law Enforcement
e Hospital Command Center

Business Continuity
Branch Director

Work closely with the Infrastructure Branch and
Information Technology to:
e Assess the impacted systems
e Implement alternative technologies
e  Prioritize critical functions and implement
workarounds
e Activate the Business Continuity Plan(s)
e If allowed/needed, set strict instructions
on how staff can use personal phones,
laptops, etc.

Assess the nature and impact of the cyberattack

Recommend any interim measures and corrective
actions

Prepare for ongoing assessment of the situation

Establish metrics for success in terms of recovery
efforts and operational stability

Section Chief

Establish in collaboration with the Incident
Commander:

e Operational periods

e Incidentobjectives

e The Incident Action Plan

e Briefings/huddles and updates

Planning
Situation Unit
Leader

Determine the effect of the cyberattack on the
ability to gather and share incident information
and impacts

Develop dashboards to monitor system impacts
and recovery

Documentation Unit
Leader

Collect and collate manual documentation of the
incident
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Logistics

Section Chief

Assess the immediate needs of the facility in
response to the cyberattack

Conduct an inventory of available resources,
including alternative communication systems,
medical supplies, equipment, and personnel

Refer to the Job Action Sheet for appropriate tasks

Once immediate needs have been assessed:

e Begin requesting additional staff, supplies
or equipment needed to maintain
operations

e Utilize pre-established contracts with
vendors for rapid procurement of
essential items which may include clean
PCs, laptop computers, printers, mobile
phones, and radios, etc.

Service Branch
Director

Implement emergency internal communication
and reporting mechanisms

Partner with PIO to ensure standardized
messaging

Isolate and repair, replace, or remove affected
systems from the hospital network

Establish restoration priorities in accordance with
the Business Continuity Plan

Provide for the integrity of system backup data

Begin planning for system restoration

Review impacts on servers and implement virtual
and physical mitigation activities

Identify and ensure login access to all downtime
computers

Review the locations and working capabilities of
all Emergency/Landline Phones.

Review and implement alternative technologies
for impacted systems and applications, as
appropriate

Support Branch
Director

Implement manual inventory and resupply
processes, including medication distribution

Coordinate the transportation services with the
Operations Section (Medical Care Branch)
(ambulance, air medical services, paratransit, and
other transportation) to ensure safe patient
relocation, if necessary
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Obtain and distribute supplies, equipment,
medications, food and water, etc. to sustain
operations

NOT STARTED THIS SECTION YET (2 to greater than 12 hours)

Intermediate/Extended Response (2 to greater than 12 hours)

Section Officer Time Action Initials
Conduct regular briefings/huddles and situation
updates with Command Staff and Section Chiefs to
determine the situation status and timelines for

Incident restoration of services
Commander
Continue to implement operational periods and
update incident objectives within the Incident
Action Plan
Establish a central information center as needed
to address all staff or patient care issues that may
arise because of the disruption
Public Information . . N
. Update patients, staff, and visitors on situation
Command Officer

status

Address social media issues as warranted; use
social media for messaging as situation dictates

Liaison Officer

Continue to update local emergency management
and other officials regarding situation and hospital
status

Safety Officer

Conduct ongoing analysis of existing response
practices for health and safety issues related to
patients, staff, visitors, and hospital

Recommend corrective actions/mitigation steps
and update HICS 215A as required

Intermediate/Extended Response (2 to greater than 12 hours)

Section Branch/Unit Time Action Initials
Operations Section Chief Prepare for demobilization and system recovery
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Recommend, in collaboration with Command
Section, when to resume normal activities and
services

Evaluate the need to shelter-in-place or evacuate
patients to ensure safety and continuity of care

Medical Care
Branch Director

Continue patient care and management

Identify patient care systems that are affected
during the restoration process

Infrastructure
Branch Director

Assess affected environmental systems and
modify response actions as necessary

Security Branch
Director

Continue hospital security as well as access,
traffic, and crowd control

Maintain security of the Hospital Command
Center

Business Continuity
Branch Director

Continue to implement the technologies solutions
and Business Continuity Plan and procedures

Section Chief

Ensure that updated information and intelligence
is incorporated into the Incident Action Plan

Ensure the Demobilization Plan is being
implemented

Resources Unit

Initiate staff and equipment tracking

Leader
Plannin i ; i
g Situation Unit Update and revise the Incident Action Plan
Leader Initiate patient and bed tracking
Documentation Collect documentation of actions, decisions, and
Unit Leader activities
Demobilization Unit Prepare for demobilization and system recovery
Leader
Recommend, in collaboration with Operations
Section Chief Section, when to resume normal activities and
services
Provide alternate documentation systems and
support hardware (i.e., providing “clean” laptops
Logistics and printers to affected areas for temporary use

Service Branch
Director

until systems are fully restored)

Monitor computer systems for new cyber threats

Plan for migration of manual documentation to
electronic processes after systems are restored
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Support Branch
Director

Continue to obtain needed supplies, equipment,
medications, food and water

Route requests for additional resources not
available in the hospital through the Liaison Officer
to outside agencies

Finance/
Administration

Section Chief

Assess the financial impact of the cyberattack
including:
e Financial systems affected (payroll, billing,
and accounts payable/receivable)
e Whether anyfinancial data has been
compromised
o If there were disruptions in cash flow

Identify potential losses due to service
interruptions, increased operational costs, transfer
of patients, and any penalties or fines related to
regulatory non-compliance

Refer to the Job Action Sheet for appropriate tasks

Time Unit Leader

Consider alternate methods to ensure payroll
processing and documentation of hours worked

Track hours associated with the emergency
response

Cost Unit Leader

Monitor and track costs related to the disruption
of information technology systems including the
compromise of automated systems

Demobilization/System Recovery

Section Officer Time Action Initials

Declare incident termination

Incident

Commander Monitor full system recovery and the return to
Command normal operations
. . Issue a final media update with hospital status and
Public Information . . p o P L

Officer appropriate service disruption information, in

collaboration with the Incident Commander
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Liaison Officer

Communicate final hospital status and
termination of the incident to the
e Regional medical health coordinator
e Local Emergency Operations Center
e Area hospitals
e Local emergency medical services
e Government officials
e Law enforcement
e Other pertinent entities/agencies

Safety Officer

Monitor the safe restoration of services and
systems

Demobilization/System Recovery

Section Branch/Unit Time Action Initials
Monitor the restoration of normal operations
Section Chief Coordinate with the Planning Section to ensure
cancelled procedures and appointments are
addressed
Restore patient care and management activities,
including normal staffing plan
Medical Care
Branch Director Notify risk management and legal services of any
. actual or potential protected health information
Operations ; e
compromises or violations
Security Branch Re-establish security systems that may have been
Director impacted by the incident
Monitor and assist with restoration of:
e Information Technology Systems
Business Continuity e  Utilities
Branch Director e Communications
Support reconciliation of downtime forms and
documentation
Finalize and distribute the Demobilization Plan
Conduct debriefings and hotwash with:
Planning Section Chief e Command Staff and Section personnel
e Administrative personnel
o All staff
e Allvolunteers
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Werite an After-Action Report and Corrective
Action and Improvement Plan for submission to
the Incident Commander, including:

e Summary of the incident

e Summary of actions taken

e Actions that went well

e Actions that could be improved

e Recommendations for future response

actions

Documentation
Unit Leader

Collect, organize, secure, and file incident
documentation

Prepare a summary of the status and location of
all patients, staff, and equipment

After approval by the Incident Commander,
distribute it to appropriate external agencies

Demobilization Unit
Leader

Ensure the status of all impacted clinical and
support operations is relayed to the appropriate
Sections for resolution

Section Chief

Monitor the restoration of normal operations

Coordinate with the Planning Section

Inventory all Hospital Command Center and
hospital supplies and replenish as necessary,
appropriate, and available

Administration

Logistics . .
. Prepare a summary report of corrective actions
Service Branch . . . ;
) and recommendations for updating and improving
Director . : . .
diagnostic and protective cyber services
Provide behavioral health support and
Support Branch . . . PP . .
. information about internal/community services to
Director
staff, as needed
Compile a final summary of:
e Response and recovery costs
e Expenditures
. . e Estimated lost revenue
Section Chief ]
e Insurance claims
Finance/

Submit to the Planning Section Chief for inclusion
in the After-Action Report

Time Unit Leader

Ensure receipt of all personnel time sheets and
documentation needed for the recovery of costs

Compensation/
Claims Unit Leader

Contact insurance carriers to assist with initiating
reimbursement and claims procedures
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Documents and Tools

Emergency Operations Plan, including:

Information Technology (IT) Failure Plan

IT systems diagnostics (e.g., antivirus, spyware, firewall)
IT systems malfunction alert notification process

Paper charts and electronic medical record downtime procedures
Pharmacy Contingency Plan

Radiology/Imaging Services Contingency Plan
Laboratory Contingency Plan

Telemedicine Contingency Plan

Business Continuity Plan

Memoranda of Understanding with appropriate entities
Paper charts and electronic medical record downtime procedures
Patient, staff, and equipment tracking procedures
Security Plan

Utility Failure Plan

Discharge Policy

Hospital and campus maps, blueprints and floor plans
Emergency Procurement Policy

Risk Communication Plan

Interoperable Communications Plan

Demobilization Plan

OO0000O0O00000O00O0OO0OO0O000Oa0

Forms, including:

HICS Incident Action Plan (IAP) Quick Start

HICS 200 — Incident Action Plan (IAP) Cover Sheet
HICS 201 — Incident Briefing

HICS 202 — Incident Objectives

HICS 203 — Organization Assignment List

HICS 205A — Communications List

HICS 207 — Hospital Incident Management Team (HIMT) Chart
HICS 214 — Activity Log

HICS 215A — Incident Action Plan (IAP) Safety Analysis
HICS 221 — Demobilization Check-Out

HICS 251 — Facility System Status Report

HICS 253 — Volunteer Registration

HICS 254 — Disaster Victim/Patient Tracking

HICS 255 — Master Patient Evacuation Tracking

OO00O0OO0O00OoOoOooOoo0ooo

Job Action Sheets

Paper forms for downtime documentation, data entry, etc.

Updates to HICS 207 — Hospital Incident Management Team (HIMT) Chart

Television/radio/internet to monitor news

Telephone/cell phone/satellite phone/internet/amateur radio/2-way radio for communication
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Hospital Incident Management Team Activation: Information Technology Failure

Position Immediate | Intermediate | Extended Recovery
‘ Incident Commander X X X X
Public Information Officer X X X X
Liaison Officer X X X X
Safety Officer X X X X

Operations Section Chief

Medical Care Branch Director

Infrastructure Branch Director

Security Branch Director

Business Continuity Branch Director

Planning Section Chief

Resources Unit Leader

Situation Unit Leader

Documentation Unit Leader

Demobilization Unit Leader

Logistics Section Chief X X X X
Service Branch Director X X X X
Support Branch Director X X X X

Finance /Administration Section Chief
Time Unit Leader

Compensation/Claims Unit Leader

Cost Unit Leader
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